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KommyrTanusa u mapumpyruszanus Eltex (HauajJbHbIA YPOBEHB)

v.l

JiurenbHocTh Kypea: 40 akageMuueckux 4acoB (5 1Hel)

HeaeBas aynuropus:

Brinmyckuuky npouiabHBIX By30B U CCY30B, HAUMHAIOIIMX paboTy ¢ obopynoBanueM Eltex;

WHkeHephl HECETEBBIX CIEUATIBbHOCTEM, JKEIAOIME OBIAIETh OCHOBAMHU CETEBBIX TEXHOJIOTUM;
CoTpyIHHMKH OT/IEJIOB MPOJIAXK U MPEANPOAAKHOTO 00CITY>)KHBAaHUSI CUCTEMHBIX HHTEIPAaTOPOB;

CereBble HH)KEHEPDI, 3aMHTEPECOBAHHbBIE B aKTyalIM3allii U CUCTEMaTU3allui HauyajabHbIX 3HAHUH B
00J1aCTH CETEBBIX TEXHOJIOTUH;

Bbyayue u neiicTByroniue ceTeBble HHKEHEPHI, TOTOBsIIUECS K cepTudukanronHomy 3k3ameny ECNT
R&S.

TpeOoBanus K y4acTHHKAM:

BnageHne KOMIIbIOTEPOM Ha YPOBHE YBEPEHHOI'O TIOJIb30BATENS;
3HaHue onepanuoHHbIX cucteM Windows u Linux mpuBETCTBYETCS, HO HE SIBISIETCA 003aTeNbHBIM.

PesyabTaTsl 00yyeHnus:

YMmerh:

— PaCCUYUTBIBATb aIJp€CHOC IIPOCTPAHCTBO JIOKAJIbHBIX CeTeﬁ;

— aHaJIM3MPOBAThH CETEBOM TpaduK;
— MPOU3BOANTH MPABMIIBHOE OKOHEUMBAHUE KaOessl «BUTAs Mapay;

— aJIMUHUCTPUPOBATH KOMIIBIOTEPHYIO CETh HA HAYAJILHOM YPOBHE.

3HaTh:

— OCHOBEI ceTeBbIX TexHonorui: moaenu OSI, TCP/IP;

— OCHOBBI pa0oTHI poTOKOa [Pv4;
— npuHIuns padoTsl npotokosaos DNS, DHCP u HTTP;

— [IpaBuJia aape€Ccalii B KOMIIBIOTCPHBIX CETAX;

— KOHICTIHIO ITIOCTPOCHUA KOMIIbIOTCPHBIX CCTGI‘/’I;
— IIPUHOUIIBI ICPCIaYn JaHHbBIX B KOMHBIOTepHOP’I CCTH.

Baagern:

— HaBbBIKaMH HaCTpOﬁKH CETCBOI'O O60py,Z[OBaHI/I${ Ha HAYaJIbHOM YPOBHE;

— HaBBIKaAMHM JUArHOCTHKHU CCTCBOI'O O60py,Z[OBaHI/ISI " IPOCTHIX ceTeit nepeaayun JaHHbIX.
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«KommyTanus u mapmpytusaius Eltex (HauanbHbIl ypoBEHB) V.1»

HaunmenoBanmue

Onucanue

Bpems

Tema:

1. OcHOBBI KOMIILIOTEPHBIX CETEH.

4 yaca

Onucanmue:

1.1. OcHOBHBIE 371EMEHTHI KOMIIBIOTEPHBIX CETEH.
1.2. Tunsl ceTei.

1.2.1. JlokanbHbIE CETH.

1.2.2. I'noGanbHbIE CETH.
1.3. YcrpoiicTBo ceTu.

1.3.1. OkoHeuHbIE€ YCTPOMCTBA.

1.3.2. CereBble ycTpoOiiCcTBa.

1.3.3. Cpena nepenauu TaHHbBIX.

1.3.4. IlporpammHOe obecrieueHue.

1.3.5. IIpoTOKOBI.
1.4. CrannapThl ¥ OpraHU3aliy M0 CTaHIaPTU3ALINH.
1.5. BaumoneiictBue yctpoiicTB B cetu. Monens OSI.
1.6. Crex npotokonos TCP/IP.
1.7. BzaumonenicTBue npoTOKoIOB. IHKancysuus u
MyIbTUIUIEKCUpOBaHue. bioku nanueix nporokonos (PDU).

2 yaca

JlaGopaTopHasn:

1.1. OxoHeunBaHUE BUTON Haphbl.
1.2. Pabota ¢ Wireshark.

2 yaca

HanmeHnoBanue

Onucanue

Bpems

Tema:

2. Pu3nyecKuil 1 KAHAJIbHbIH YPOBEHb.

6 4yacoB

Onucanmue:

2.1. Cpenpl nepegauu JaHHBIX.
2.1.1. KoakcuanbHblil KaOelb.
2.1.2. Buras napa.
2.1.3. OnToBOIOKOHHKLIN KaOeb.
2.2. Crpykrypa kagpa L2.
2.2.1. IIporokon kananpHOTO ypoBHS. Ethernet.
2.3. Ilopyposnu kanainsHOro yposust MAC u LLC.
2.3.1. KomM3uoHHBIH JOMEH.
2.4. CuCTeMBI CUMCIICHUS.
2.4.1. JIBonyHasi cuCTeMa CUHCIICHUS.
2.4.2. lllecTHaauatrepuyHas CUCTEMa CUUCIICHUS.
2.5. Anpecarus kaHanpHOTO ypoBHS. Buast MAC-anpecos.
2.5.1. Onnoanpecunii MAC-anpec.
2.5.2. I'pynnoBoit MAC-anpec.
2.5.3. lllupoxosemarenbubii MAC-anpec.
2.6. KoMMyTaTopsl 1 KOMMYTaIus.
2.6.1. Pabora koMMyTaTopa ¢ KaJpom.

3 gaca

000 «Mpeanpuatue «3JITEKC» Poccusn, 630047, r. HoBocnbupck yn. OkpyxHas, 298

B VHH5410108110 [ KN 541001001

B academy.eltex.ru



dKaeMusd
= €ELTEX

G +7(383)274-48-01 £} +7(383) 274-48-02

[ info@academy.eltex.ru

2.7. IlepBonauanpHas HacTpoiika kommyTraTtopa MES.
2.7.1. IlogkiroueHre K KOMMYyTaTopy.
2.7.2. 3nakomctBo ¢ CLI kommyTtaropa MES.
2.7.3. Hactpoiika umenu yctpoiicta (hostname).
2.7.4. baHHepHbBIE COOOIIECHUS.
2.7.5. CoxpaHeHue KOH(pUrypauu.
2.8. luarHocTka Ha (PU3NYECKOM YPOBHE.
2.8.1. JlnarHocTrKa METHOTO KaOeJs.
2.8.2. JlnarHocTuKa ONTHYECKOIO TPAHCUBEPA.
2.8.3. Dnexrponutanue no gunHusaM Ethernet (PoE).
2.9. lnarnoctuka Ha KaHainbHOM ypoBHe. LLDP.

JladopaTopuas: |2.1. [loaxnroueHue Kk yaeOHOMY CTEHIY. 3 yaca
2.2. ba3oBbie HACTPOUKHU KOMMYTATOPA.
2.3. Obnapyxenue coceneii (LLDP).
2.4. lnarHocTuka (pU3MIECKOr0 YPOBHSI.
HaumeHnoBanue Onucanue Bpemsi
Tema: 3. CeTeBoii YPOBEHbD. 4 yaca
Onucanue: 3.1. Anpeca IPv4. 2 yaca

3.1.1. 3aronoBok [P-nakera.
3.1.2. Ilone TTL (Time To Live).
3.1.3. ®opma 3anucu [P-anpeca.
3.2. Bunpl pacchuIoK.
3.3. Tuns! [P-anpecos.
3.3.1. IPv4 anpeca cnenuainbHOrO Ha3HAYEHUSI.
3.3.2. IlepBoHauanbpHas KiaccoBas ajpecarusl.
3.4. Macka noacetu 1Pv4.
3.4.1. Inuna npeduxca.

3.5. CereBoli aapec, ajgpec y3ia U LIMPOKOBEIIATEIbHBIN aapec ceTu [Pv4.

3.6. Pa3nenenue cereil Ha MOJACETH.
3.6.1. IIpuunHbI pa30MeHUs CETH HA MOJICETH.
3.6.2. ba3zoBoe pa3dueHue Ha MOJICETH.
3.6.3. ®opmysl pa3iencHus Ha MOACETH.
3.6.4. ba3zoBoe pazzaenenue Ha 4 MOJICETH.

3.6.5. bazoBoe paznenenue ceTu ¢ mpedukcom /16 Ha 50 moaceTeil.

3.6.6. Macku nepemenHoi qiuHbl (VLSM).

3.7. Onepanus «Jlornueckoe 1».

3.8. luarnoctuka Ha ypoBue L3. Ytunuter ICMP.
3.8.1. TectupoBaHue JOKAIBHOTO y3Ja.
3.8.2. TectupoBaHue yaJeHHOTO y3Ja.
3.8.3. TecTupoBaHue MyTH.
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JlabopaTopuasi: |3.1. JlegeHue ceTu Ha ONPEAEIEHHOE KOJIUYECTBO CETEM. 2 yaca
3.2. Jlenenue cetn VLSM-criocobom.

HaumenoBanue Onucanue Bpems
Tema: 4. Mapumpytusanus. 6 yacos
Onucanue: 4.1. Ilpotokon ARP. 4 yaca

4.1.1. ARP-3anpoc u ARP-otBer.
4.1.2. Tabnuia ARP-cooTBeTCTBHIA.
4.1.3. GARP.

4.2. Tabnuiia MapuIpyTH3aIIH.

4.2.1. UcTOYHMKH TaOIUIIBI MAPIIPYTU3ALMH.
4.2.2. CTpoeHue MapuipyTa.

4.2.3. Metpuka (Cost).

4.2 4. Tlpennourenune (Preference).

4.2.5. banancupoBKa Harpy3KH.

4.2.6. Anpec cienyromero nepexoa.

4.3. ®yHKIMU MapuIpyTU3aTopa.

4.3.1. AnropuT™m NpUHATUS PELLIEHUS.
4.3.2. OnTumanbHbId MApUIPYT.

4.3.3. MexaHu3Mbl IEPEChUIKU TAKETOB.
4.3.4. Mapuipytu3anus nakera.

4.4. CraTueckue MapIpyThl.

4.4.1. Cratn4ecKkuil MappyT 10 YMOJIYaHUIO.
4.4.2. CymmapHbIil cTaTUYECKUI MapIIpyT.
4.4.3. IlnaBarouiuii CTaTUYECKUN MapIIpyT.
4.5. IlogxiroueHue K CEeTeBOMY yCTPOUCTBY.
4.5.1. @aiinel KOHUTYpaTUH.
4.5.2. KomanaHas ctpoka Mapuipyruszaropa ESR.
4.5.3. CtpyKTypa KOMaH[I.
4.5.4. CripaBKM KOMaHHON CTPOKH.

4.6. ba3oBas HacTpolika mapupytuzaTtopa ESR.
4.6.1. TlepBoe BKJIIOYEHUE MAPIIPyTHU3ATOPA.
4.6.2. Hactpoiika UMEHH yCTpOMCTBA.

4.6.3. bBannepHsie cOOOIIEHUS.

4.6.4. Hactpoiika IP-agpeca Ha uaTEepdeiice.
4.6.5. HacTpoiika 1aTbl 1 BpEMEHHU.

4.6.6. CoxpaHneHnue KOH(puUryparmm.

JlaGopatopuas: |4.1. Hauanbnas kondurypanus ESR. 2 yaca
4.2. Cratnueckue MapupyThl. Y THUIMTHI ping U traceroute.

HaumenoBanmue Onucanue Bpems

Tema: S. BupryajbHble JIOKAJbHbIE CETH. 5 yacos
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Onucanmue:

5.1. OcnoBel VLAN.

5.2. TerupoBaHHBIN U HETETUPOBAHHBIN TpaPUK.
5.2.1. Unentudpukatop VLAN.
5.2.2. Tunier VLAN.
5.2.3. Ilpenmymectsa VLAN.

5.3. IlopTel 1oCTyNa U MaruCTpaibHbIE TOPTHI.
5.3.1. IlopTsl goctyma (access).
5.3.2. MaructpanbHbie opThl (trunk).

5.4. Untepdeiicel KoMMyTaTOpA.
5.4.1. Unarepdoeiicel ypoBHs L2.
5.4.2. Untepdoeiicol ypoBHs L3.

5.5. Mapupytuzamus mexay VLAN.
5.5.1. IIpo6aemsl MapipyTuzanuu Mexay VLAN.
5.5.2. Meroa Router-on-a-Stick (ROAS).
5.5.3. MapuipyTtuzauus yepe3 kommyrtarop L3.

2 gaca

JlaGopaTopHasn:

5.1. Hacrpoiika cereit VLAN u MaructpajibHbIX KaHaJIOB.

5.2. Mapuipytuzanus Mmexay VLAN.

3 yaca

HanmMmeHnoBanue

Onucanue

Bpems

Tema:

6. TpancnopTHbIii YpOBEHb.

4 yaca

Onucanmue:

6.1. Aapecanust TpPaHCIIOPTHOT'O YPOBHS.
6.1.1. CokeTbl U IPUHLIKII aApECaLIH.
6.1.2. I'pynmel HOMEPOB IOPTOB.

6.2. CermenTanus Tpaduka npu rnepeaaye.
6.2.1. MynbpTUILIIEKCHPOBAHHUE.

6.3. IIporokon TCP.

6.3.1. ®ynkuuu nporokona TCP.
6.3.2. 3aronoBok TCP-cermenra.
6.3.3. YcranoBka TCP-coennnenus.
6.3.4. Hagexuocts TCP.

6.4. IIporokos UDP.

6.4.1. ®ynkuuu UDP.

6.4.2. OCHOBHBIE XapaKTepUcTUKU poTokoaa UDP.

6.4.3. UDP-nararpamMmsi.

6.4.4. OCHOBHBIE TUIIBI IPUIIOKEHHM, KOTOPBIE UcTIoNb3y0T UDP.

2 yaca

JlaGopaTopHasn:

6.1. 3axBar cereBoro Tpaduka nmporokosioB TCP u UDP.

2 gaca

HaumenoBanue

Onucanue

Bpems

Tema:

7. YpoBeHb NPUJIOKEHHI.

6 yacoB
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Onucanue: 7.1. OCHOBHBIE ITPOTOKOJIBI YPOBHS IPUIIOKEHUH. 3 gaca
7.2. Cnyx0a nomenHbix umeH (DNS).
7.2.1. ®opmar coobmmenuit DNS.
7.2.2. CTpyKTypa JOMEHHOTO UMEHH.
7.2.3. Uepapxus u npuHuun padotsr DNS.
7.2.4. loBepennsie u HegoBepeHHbIe DNS-cepBepa.
7.2.5. Koman el KoHQUTypupoBaHus 11 HacTpoiiku DNS.
7.2.6. [Ipumep HacTporiku DNS.
7.3. IIpoTOKOJIBI TUIIEPTEKCTA.
7.3.1. IIpotoxonst HTTP u HTTPS.
7.3.2. BanmopelicTBHe IPOTOKOJIOB YPOBHSI IPUIIOKEHUH C
MPUJIOKEHUSMU KOHEUHBIX MOJIb30BaTENEH.
7.4. IlpoTokon AUHAMHUYECKOM KoHpUrypanuu cereBoro yziaa (DHCPv4).
7.4.1. Ilonyuenue IP-agpeca ot cepsepa DHCP.
7.4.2. Konguukr IP-agpecoB u MEeTO/bI €ro NpeaynpexIeHHs.
7.4.3. [Iponnenue apenast [P-agpeca.
7.4.4. Ananus pabotsl npotokona DHCP ¢ nomompio Wireshark.
7.4.5. Hactpoiika DHCP-knuenTa.
7.4.6. Hactpoiika DHCP-cepsepa.
7.4.7. Ilposepka DHCP.
7.5. lnarHocTrka Ha ypoBHsAX L4-L7.
7.5.1. IIpoBepka DNS.
7.5.2. Omunbxu B HacTtpoiike DHCP.

JladopaTopuasi: |7.1. Koadurypanus DNS u DHCP Ha mapmpytusarope ESR. 3 yaca

HaumeHnoBaHue Onucanue Bpems

Tema: 8. [IpeoGpa3oBaHue ceTeBbIX aPeCcOB. 3 yaca

Onucanue: 8.1. IIpennocsuiku k co3nannio NAT. 2 yaca
8.2. Tepmunonorus u npuHuui padotsl NAT.
8.2.1. OnHo npeobpa3zoBaHue.
8.3. IlpeumymectBa u Hegoctatku NAT.
8.4. Tunel mpeoOpa3oBanust NAT.
8.4.1. Source NAT (SNAT).
8.4.2. Destination NAT (DNAT).
8.4.3. Hacrpoiika Source NAT.
8.4.4. Hactpoiika Destination NAT.
8.4.5. [Iposepka NAT.
8.4.6. Static NAT.

JladopaTopuasi: |8.1. Kondurypanus Source NAT. 1 gac
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HroroBas popma KOHTpPOJISI: 2 yaca
B pamkax manHOro Kypca nmpefaocTaBisieTcsl OAHA MOMBITKA MPOXOXKACHHUS (PUHATHFHOTO SK3aMeHa, KOTopast

MOJKET OBITh UCNOJIb30BaHa B IEHb 3aBEPIICHUS Kypca.
B cnyuae HeygauHOTO 3aBepIIEHUS, MOXKHO OOPaTUTHCSI B KOMMEPUECKHI OTAeT Al IPpUOOpETeHHsI IIIaTHON

HOHOHHHTGHBHOﬁ TIOIIBITKH.
IInaTHOM MOIBITKOM MOXKHO BOCITOJIB30BaThCS B TeucHUE 21 KaJICHAApHOTO AHA IMOCJIC 3aBCPIICHUA O6yLICHI/I$I.
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